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WSN Design Constraints

Low power = Low data throughput
= Long lifetime = Local computation

= Energy scavenging

Low cost = Reliability

= Low cost components = Q0S

= Few memory = Obtained from dense spreading
= Few computational power = Redundancy

= Self organizing and maintenance = Fault tolerant

= Ease to deploy and maintain

Latency = Security

= Real Time = Message encryption

= Privacy



i WSN Protocols

=s\WSN protocol strongly impact on system performance

=sChoosing the wrong protocol may cause severe
inefficiency and prevent the WSN to accomplish user

need.

= The protocol affect: @ @
Energy dissipation lfliﬂ::i &3 Bluetooth
System cost IEEE
atency wirslessnr |
Security

'E;ff@ 1_)laWPM SBANT

Wireless Personal Area Networks the power of less



i Design Objectives (1)

» Reduce wireless communication

Low power = Reduce idle listening

= Alternative sources of power

= Require low memory

= Require low computational power
LOW COSt = Self organize network

= Self healing



‘_L Design Objectives (2)

Latency = Guarantee delays

C ey = Redundancy
Relia b|||ty = Adaptivity

= Fault tolerant algorithm

Secu r|ty = Message encryption

= Privacy



IEEE 802 LAN/MAN
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Coverage area

/_ Metropolitan Area Network (MAN) \
QoS

Energy efficienty
Lifetime
Costs

Local Area Network (LAN)

802.11
Wi-Fi

Personal Area Network (PAN)
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= IEEE 802.3 - Ethernet

= IEEE 802.5 - Token Ring

= JEEE 802.11 - Wi-Fi

= IEEE 802.15 - Wireless personal area network
= JEEE 802.16 - WiMAX - Broadband wireless access



IEEE 802 Performance
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i WPAN — 802.15

802.15.1

MAC and physical layerdbased on Bluetooth v1.1.

802.15.2

Qoexistence of Wireless Personal Area Networks (802.15) and Wireless Local A
Networks (802.11)
Quantify the mutual interference of a WLAN and a WPAN

802.15.3

High Rate WPAN.
New standard for highate (20Mbit/s or greater) WPANS.
Besides: low power, low cost solutions, portable, multimedia applications.

802.15.4

Low Rate WPAN.
From multtmonth to multiryear battery life, very low complexity.

802.15.5

Mesh Networking.
Mechanisms in the PHY and MAC layers of WPANS to enable mesh networking



i IEEE 802.15.4 Protocols




‘_L IEEE 802.15.4 — ZigBee

Motivation:

define a complete open global standard for reliable, cost-
effective, low-power, wirelessly networked products
addressing monitoring and control

Applications:

= Building automation
= Consumer electronics
= Personal health care
= Industrial control

=  Commercial control

ZigBee
Wireless Control that
Simply Works

4



* IEEE 802.15.4 — ZigBee

OIEEE 802.15.4™
= Physical layer
ouwazno) = Media Access Control layers

y 4y
Application Framework

cation Support (APS) Sub-Layer

' i TR I C ZigBee Alliance

= Network layer
L [ = Security
= Standard interface to the

application (APS, ZDO, AF)
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IEEE 802.15.4 — ZigBee
Physical layer (1)

868MHz/ Channel 0 Channels 1-10 —
915MHz oy

PHY 1 _ﬂlﬂﬂllL

668 3 MHz

2.4 GHz
2 Channels 11-26 -~ |—3Wz

AAAAAAGRARARANARAR,

24 GHz
Communication over 26 channel in 3 ISM band
= 868 MHz Europe

= 915 MHz U.S.A.
s 2.4 GHz Worldwide



‘_L IEEE 802.15.4 — ZigBee
Physical layer (2)

Direct Sequence Spread Spectrum modulation (DSSS)
= B-PSK: 20kb/s (868MHz), 40kb/s(915MHz)
= Q-PSK: 250 kb/s (2.4GHz)

DSSS modulation work on a single channel
= quicker discovery/association

= easyer synchronization

= coexistence of multiple Zigbee networks

Carrier Sense Multiple Access / Collision
Avoidance (CSMA/CA)



IEEE 802.15.4 — ZigBee

MAC layer (1)

Defines two device type

= Full Function Device (FFD)
= higher cost (35kB FLASH and 200Byte RAM, 8bit CPU)
= higher power (typically main powered)
= full function
= can join another FFD and accept association

= Reduced Function Device (RFD)
= low cost (22kB FLASH and 200Byte RAM, 8bit CPU)
= low power consumption (typically battery powered)
= NO routing
= join a FFD



‘_L IEEE 802.15.4 — ZigBee
MAC layer (2)

Two Roles
= Coordinator
= Start the network

= Associated device
= join the network
= accept association (if FFD)

Three topologies:
s Star
= Mesh

s Cluster Tree



‘_L IEEE 802.15.4 — ZigBee
MAC layer (3)

Hybrid contention and scheduled based MAC

format of the superframe is defined by the coordinator

Superframe
C.A.P. CFP inactive
contention access period contention free period
Beacon v ] I at
multiples of 15.38ms, up to 252s GTS ow power state

guaranteed time slot

Security is available
= Encryption: Advanced Encryption Standard (AES) 128bit
= ACL, Access Control List



‘_L IEEE 802.15.4 — ZigBee
MAC layer (4)

minimum complexity,sufficiently robust for transmission on a noisy channel

The IEEE 802.15.4 MAC defines four frame structures:

= A beacon frame, used by a coordinator to transmit beacons.

= A data frame, used for all transfers of data.

= An acknowledgment frame, used for confirming successful frame reception.

= A MAC command frame, used for handling all MAC peer entity control transfers.

QOctets: 2 1 dto20 n 2 _
Coordinator
MAC Frame Deta Address

gnce
sublayer Control Smber Information FCs
MHR MSDU MFR Beacon >
Octets: 4 1 i S+(dto20)+n H H
PHY | Preamble Start of Framel Frame i :
layer |Sequence| Delimiter | Lengfh » Data
SHR PHR PSDU
11+(4t020)+n Acknowledgment
{optional)
PPOU — 1




i ZigBee — Network Layer

The responsibilities of the ZigBee NWK layer include:

= Starting a network: The ability to successfully establish a new
network.

= Joining and leaving a network: The ability to gain
membership (join) or relinquish membership (leave) a network.

= Configuring a new device: The ability to sufficiently
configure the stack for operation as required.

= Addressing: The ability of a ZigBee coordinator to assign
addresses to devices joining the network.

= Synchronization within a network: The ability for a device
to achieve synchronization with another device either through
tracking beacons or by polling.

= Security: applying security to outgoing frames and removing
security to terminating frames

= Routing: routing frames to their intended destinations.



‘_L IEEE 802.15.4 — ZigBee
Network layer (1)

Three device types

= Zigbee Coordinator (ZC)
= as the MAC Coordinator
= starts the network
= not a dedicated device

= Zigbee Router (ZR)
= as MAC FFD Associated device
= route packet
= manage ZED associated with it

= Zigbee End Device (ZED)

= as MAC RFD associated device
= NO routing nor association
= low power




Sgp [EEE 802.15.4 — ZigBee
Network layer (2)

Network architecture defined by 4 parameters
= Max depth

= Max child node
= Max router ? Cf
= Security level

O

J O ZigBee Coordinator
O ZigBee Router

O ZigBee End Device

- Network assoclation



Addressing

‘.L IEEE 802.15.4 — ZigBee

sEvery device has a unique 64 bit MAC address

=Upon association, every device receives a unique 16 bit network
address

=Only the 16 bit network address is used to route packets within the
network

=Devices retain their 16 bit address if they disconnect from the
network, however, if the LEAVE the network, the 16 bit address is re-
assigned

=NWK broadcast implemented above the MAC:
«NWK address OxFFFF is the broadcast address
sSpecial algorithm in NWK to propagate the message
=" Best Effort” or “Guaranteed Delivery” options
=Radius Limited Broadcast feature



IEEE 802.15.4 — ZigBee
Network layer (3)

ddress Ol TFFF OxFFFF

Depth 0

-
Depdh 1 — --g-_
-mu;:ﬂe;rh{ ——— ———
Deapth 2 g -t -i
L Derih 3 ‘# ‘15 di d‘ #‘
" A

>
KA C

Routing tables keep trace of spatially close nodes

Bddress  Oxfd T FFF 0xFFFF




‘_L IEEE 802.15.4 — ZigBee
Upper layer (1)

= APS sublayer
= provide interface to network layer

= handle data transmission - e =

= handle binding E Application Support (APS) Sub-Layer
= Application Framework (AF) | ===

= the environment where application object are hosted

= up to 240 application on a single device (EndPoints, EP)

= standard descriptors to define each application

= EP 255 to broadcast, EP 0 to ZDO

= Zigbee Device Object (ZDO)

= provide functionality to interface Application Object and APS
= Initialize APS, NWK and security
= manage the network (discovery, binding, ecc.)

Application Framework

5 ZigBee Device
Object (ZDO)

LA N

[T k AVE ISV




‘_L IEEE 802.15.4 — ZigBee
Upper layer (2)

Application are modeled by means of Clusters and EndPoints
= On a single device up to 240 EP

= Different EP communicate through clusters

= Cluster are unique set of messages

N
s 2 devices
= 2 EPon device 1 \L
= 4 EP on device 2
= 2 clusters st @fP

Switch 2 f




IEEE 802.15.4 — ZigBee

Upper layer (3)

Service Discovery is the process whereby a services
available on endpoints are discovered by external
devices

= Uses descriptor to find which EP match device
needs
= matching input/output clusters
= matching power capabilities
= matching profile

= Uses unicast and broadcast messages
= Each device can start a service discovery



‘_L IEEE 802.15.4 — ZigBee
Upper layer (4)

Binding is the creation of logical link between Applications

N
Radio Lamp
73 1 2 3 4
EPS EP7 EPS8 EP17
N b4 b4 k4 k4
w AN
4 'd // -~
. / < - -
Radio P A e
/s s
. . s f, // -~
Binding Table -~ 7L /,f
-

n
Switch 1 f-—._____ Y
EP3 ———d 27k
-7
L ~
- _ -
Switch 2 f ——p -
EP21




‘_L IEEE 802.15.4 — ZigBee
Upper layer (5)

ZD0O manage the role of the device within the network

= Network association and/or formation
= Access to network API to create/join a network

= Discovery managment

= application may use ZDO API to start a discovery process
= Binding managment

= construct and manage binding tables

= Security managment
= enable/disable secure communication



IEEE 802.15.4 — ZigBee

Upper layer (6)

Profiles are an agreement on messages, message formats
and processing action that enable applications residing on
separate devices to create a distribuited application

= They are the key to unify solutions
= defines a common language
= defines action taken on recipt of messages
= allow conformance test

= They are developed by ZigBee vendors

Examples:
= Home control
= Lighting control



+

IEEE 802.15.4 — ZigBee
Security (1)

128 bit Link key

= shared among two device
= used for unicast communication

128 bit Network key

= shared among all device in the

network

= Used for broadcast communication

Master key

= used in high level security

application

Includes method for:

= Key estabilishment
= Trust center

= Key transport

= Frame protection

= authentication and
encryption

= freshness
= message integrity
= Device managment

Application of security suite may add frame and key sequence
counts and also an integnty code

)

WA
HDOR

Frame Cnit
(4 bytes)

Cnt (1 b'g,rte]

Encrypted MAC Payload

MIC

All of the abowve MAC data is integrity-

W

protectad




‘_L IEEE 802.15.4 — ZigBee
Security (2)

Trust center

= Device trusted by all other devices in the network
= Distribute link and network keys
Play three roles

= [rust manager
= handle master key

= Network manager
= handle network key

= Configuration manager
= handle link key



i IEEE 802.15.4 — ZigBee

= ZigBee protocol specification has been ratified in
december 2004 (pubilc since 2nd half 2005 )

= Actual version (1.0) has been updated to version 1.1
= public from first trimester 2007
= use of new IEEE 802.15.4 — 2006
= group devices
= easy maintenance (information stored on neighbourn)
= target broadcast (e.g. only to awake/sleep device)
= Over the air setup

Further information and specification can be found at:

ZigBee Alliance home page: www.zigbee.org

IEEE 802.15 TG 4 home page: www.ieee802.org/15/pub/TG4.html



http://www.zigbee.org/
http://www.ieee802.org/15/pub/TG4.html

Freescale 802.15.14 Radio

Example

|
|

Key Features

= [EEE® 802.15.4 Compliant
= 2.4GHz
= 16 selectable channels
= 250Kbps Data Rate
= 250Kbps 0-QPSK DSSS

= Multiple Power Saving Modes
= Hibernate 2.3uA

=MC13191/2/3

Analog
Receiver

| Digital Transceiver

Buffer RAM

LRAM Arbite

IIRQ
=Power =Voltage
-IManagemenL =Regulators

i
il

« Doze 35uUA
« Idle 500uA

= RF Data Modem
= Upto 7 GPIO
= SPI Interface to Micro

= Internal Timer comparators (reduce
MCU resources)
= -16.6dBm to +3.6dBm output power
= Software selectable
= On-chip regulator

= Up to -92 Rx sensitivity at 1% PER

=MC9S08GT Family

~Sensors

lHcsos cpy

| -BOM |

=Flash
=Memory

«RAM |

[ =2xsc1 |

sPI | |

«IIC |

sLVI

#4-ch 16-b
=Timer

=MMA Series
=Accelerometers

=MPX Series
«Pressure Sensorq

=MC Series
=Ion and
sSmoke Photo

=Up to
=36 GPIO

—Serrsors—

= 2V to 3.4 operating voltage
= -40°C to +85°C operating
temperature

= Low external component count
= Requires single 16Mhz Xtal (Auto

Trim)

= 5mmx5mm QFN-32
=« Lead-Free



i ZigBee Pro

= Improved scalability: Stochastic addressing
and route aggregation

= Improved resiliency: Asymmetric link
handling, frequency agility, and PAN ID
conflict resolution

= Improved security: New options for more
secure communications

= Improved ease-of-use and operation



i ZigBee PRO

Feature ZigBee Feature Set ZigBee PRO Feature
Set
Addressing Tree-based Stochastic
Fouting Tree and Mesh Mesh
Foute Agaregation (le. many- N YES
to-one & Source Routing)
Asymmetric Link Handling [+ YES
Frequency Adility Qptional YES
FAMN D Conflict Eesalution [N YES
Easic Security included: Fesidential Standard
AFPS-level encryption Qptional Optional
"High =ecunty” mode [+ Optional
Fradmentation Qptional Optional
Commissioning Cluster YES YES
Secure Commissioning MNO YES




g_h 6LoOWPAN iRs0

IPv6 over Low Power Wireless Personal Area Network

= Extends IP networking into resource constrained devices

Application Application

5. Transport UDP ICMP

-l Network IPV6 with LOWPAN

~ Data Link IEEE 802.15.4 MAC

IP-Enabled Sensornet

Physical IEEE 802.15.4 PHY




i 6LoWPAN IRs

IEEE 802.15.4 and IPv6 — different design choices

IEEE 802.15.4 IPV6 - Successor of IPv4
Address space 64 bits = Address space 128 bits
= Maximum packet 128 bytes = Minimum packet 1278 bytes
= Low power, long lifetime = Several services
applications = Network Discovery (ND)
= Low cost nodes (< RAM, = Duplicate Address
Flash, CPU power) Detection (DA)
= NO services provided = Stateless Address

Autoconfiguration (SAA)
= High speed links with large
amount of data transfers



i 6LoWPAN iRs0

6LoWPAN adaptation layer

Stateless Address Autoconfiguration:

= Host generates itself his address

= Local address: unique Identifier (from data link l
layer)

= Global address: network prefix (from router) +
unique Identifier

= No server is needed ’ ’
= Faster address allocation
= Helpful in supporting mobility of IP devices ’ ’




i 6LoWPAN iRs0

6LoWPAN adaptation layer — Routing and mobility

Vo
Router Advertisement (RA) Messages

Router

. mmmanPeroer  gre used to discover Neighbor and

Edge Router K" ; rOUtes
RA from the ER
/:\ A o each Node Registration (NR) and Node
B--@)* LowPANRouter — Confirmation (NC) messages are used
?/@f) \1 to setup path and adresses
&) ®@

\? ROLL

@ Route Over Low-power and Lossy

Networks

LoWPAN

N A http://www.ietf.org/html.charters/roll-

Simple LOWPAN charter.html




Wireless HART

Sim eliable. Secure.

Secure and TDMA-based wireless mesh networking technology operating in
the2400-2483.5MHz license-free ISM band with a data rate of up to 250
kbits/s. Its channels are numbered from 11 to 26, with a 5MHz gap
between two adjacent channels.

Self-organizing, self-healing, mesh network.

—

Host Application
{e.g. Asset Management)

Network Manager

Security Manager

HART-Enabled
Field Devices



i Wireless HART Motivations

= 10 meet the stringent requirements of
industrial control. (i.e. timing
requirement and higher security
concern.)

= 10 guarantee on end-to-end wireless
communication delay.

= [0 overcome problems with
interferences and obstacles




Own time-

synchronized MAC:

x10ms time slot

shetwork wide time

synchroniza-tion
sChannel hopping

= channel blacklisting

industry-standard

AES-128 ciphers and

keys.

‘_L Wireless Hart
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i Wireless HART

sIn a WirelessHART network, e
sensors are usually attached R
to field devices to collect e

specific environmental data,
such as flow speeds, fluid

La

/e Gateway
=] Device

A Field g Field

|€V€|S, or tem peratu I'es. gzb,::é . 5{; W __ "ﬁ"'Dfavice . gnoeVice
= Central network managerto /" ey
: . F‘ﬁld . Devu_ce‘-‘-ix-) (=
providerouting and g LNy B
communication schedules. € CE
‘Fi'el.d F'ﬁld '; Id Handheld

Device Device Device



i Wireless HART Key Features

Frequency Hopping: Time Division Multiple Access (TDMA) technology is
implemented to using 10ms time slots and continually changing frequencies in
order to coordinate improved communication between devices.

Channel Management: Clear Channel Assessment, channel hopping, and channel
blacklisting features assure both maximum usage of available spectrum and
successful coexistence with other wireless networks.

Mesh Networking: Self healing, redundant path mesh networking is fully
implemented throughout WiHART networks in every device.

High Security: All network data is encrypted with AES-128 and authentication and
rotating keys prevent unauthorized use of the network. Devices require separate
keys in order to join a network.

Low Power Operation: Transmit power levels are fully adjustable and time
synchronized operations permit long sleep times and allow infrastructure devices to
operate without mains power.

Latency Minimization: A variety of features shorten time for delivery of data
including definable QoS per message, four levels of message prioritization and
definable dedicated links.



‘_h IEEE 802.15.1 PROTOCOL

¢3 Bluetooth

wibree



Bluetooth

Purpose:

= Create a cable replacement standard for personal area network

=« Handle simultaneously both data and voice between a wide range of
devices

Scenario:

P

Figure 1: Personal Area Networking (PAN) Figure 2: Peripheral interconnects Figure 3: Voice/Data Access Points

Key features:

Robustness
= Interoperability
= Low complexity of use
= Low power (ca. 50mA while transmitting)
= Low cost ($5 per device)
= Small form factor (9mm~ 2 single chip)



History

Harald Bluetooth: 10th century Danish King, managed to unite
Denmark and Norway

Began as a private development effort at Ericsson in 1994 (radio
freq. communication between cell phone over short distance)

Bluetooth SIG (Special Interest Group) :
— Founded in 1998 by : Ericsson, Intel, IBM, Toshiba and Nokia
— Currently more than 2500 adopter companies

— Created in order to promote, shape an define the specification and position Bluetooth in the
market place

Current specification : Bluetooth 3.0 introducing ‘Alternate
MAC/PHY’ (AMP) achieving faster throughput with momentary use
of a secondary radio already present in the device.

O




Protocol Stack

4 General-purpose

Widcomm

Applications

Microsoft Windows stack | war |

TOShiba StaCk TCs Obex = llPTcp g

BlueSoleil FEP ’
RFCOMM

Bluez ;

SDP

4 Embedded systems

BlueCore Host Software (BCHS)
BlueMagic

Logical Link Layer Control & Adaptation

Host Controller Interface

Link Manager

Baseband / Link Controller

Radio




Physical Layer

A2.4GHz ISM radio band | || | L_'_I

AA frequency-hopping code division multiple access
CDMA-FH/TDD system is used:

A79 carriers spaced 1 MHz, in the band 22483,5 MHz

Athe channel is divided into time slots (625us st»t1600 hop/sec)

Aall Bluetooth units participating in the piconet are tinrand hop
synchronized to the channel

AAutomatic power control
Power classes :
Al - max output power : 100mW (20dBm) => 100m
All : max output power : 2.5mW (4dBm) => 20m
Alll : max output power : ImW(0dBm) => 10m




Baseband

= Enables RF to form a piconet
(physical channel shared among

several devices)

= Up to 7 slaves can be connected to 1 master

= A Bluetooth device can function as either a
master as or a slave.

= Each piconet can only have a single master,
but a master in one piconet can be a slave in
another piconet.

= This allows a dynamic topology construction
of complex scatternet.

= Provides 2 different kind of
physical links, with their
corresponding packets:

= Synchronous Connection-Oriented (SCO)
= Asynchronous Connection-Oriented (ACL)

nnnnnnnnnnnnnnnnnnnn
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sThe SCO link is a poitat-point link
between a master and a single slave in
the piconet. The master maintains the
SCO link by using reserved slots at regule
intervals.

sThe ACL link is a poitd-multipoint link
between the master and all the slaves
participating on the piconet.



Service Discovery Protocol (SDP)

Provides a means for a Bluetooth device to
discover what services of another device are
available and determine the characteristics of those :

MMMMMM

available services

|
Client-Server interaction :
|

Baseband / Link Controller

Service records (database) provide a list of services
and associated attributes

Cable replacement & telephony

RFCOMM : cable replacement protocol

— Emulates an RS-232 control and data signals over
Bluetooth Baseband

— Provides transport capabilities for upper level
services (e.g. OBEX)

MMMMMM

TCS : Telephony Control protocol i Binary |
\
\

— Defines the call control signaling for the
establishment of speech and data calls between
Bluetooth devices




i Profiles 1/2

= A Bluetooth profile is a wireless interface

specification for Bluetooth-based communication
between devices.

= Set of instructions specifying how to implement a
service

= Defines the functionality that a device must be able to
support in a given application

= 4 generic profiles :
— Generic Access Profile (GAP)

— Service Discovery Application Profile (DSAP)
— Serial Port Profile (SPP)

— Generic Object Exchange Profile (OBEX)




Profiles 2/2

1.1 Advanced Audio Distribution Profile

(A2DP)
1.2 Audio/Video Remote Control Profile

(AVRCP)
1.3 Basic Imaging Profile (BIP)

1.4 Basic Printing Profile (BPP)

1.5 Common ISDN Access Profile (CIP)
1.6 Cordless Telephony Profile (CTP)
1.7 Device ID Profile (DID)

1.8 Dial-up Networking Profile (DUN)
1.9 Fax Profile (FAX)

1.10 File Transfer Profile (FTP)

1.11 Generic Audio/Video Distribution
Profile (GAVDP)

1.12 Generic Access Profile (GAP)
1.13 Generic Object Exchange Profile

(GOEP)

1.14 Hard Copy Cable Replacement Profile

(HCRP)

1.15 Hands-Free Profile (HFP)

1.16 Human Interface Device Profile (HID)
1.17 Headset Profile (HSP)

1.18 Intercom Profile (ICP)

1.19 LAN Access Profile (LAP)

1.20 Object Push Profile (OPP)

1.21 Personal Area Networking Profile (PAN)
1.22 Phone Book Access Profile (PBAP, PBA)
1.23 Serial Port Profile (SPP)

1.24 Service Discovery Application Profile

(SDAP)
1.25 SIM Access Profile (SAP, SIM, rSAP)

1.26 Synchronisation Profile (SYNCH)
1.27 Video Distribution Profile (VDP)
1.28 Wireless Application Protocol Bearer

(WAPB)
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Operational States
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Standby: Initial state

Inguiry: Master sends an inguiry packet. Slaves scan for
mguiries and respond wiath ther address and clock afier a
random delay (CSNMNAMCA)

Mage: MNMaster in page state invites devices to join the piconet.
Page message is sent in 3 consecutive slots (3 frequencies).
Slave enters page responsae state and sends page response
meludimge its device access code.

Master informs slave about 1ts clock and address so that slawve
can participate in piconet. Slave computes the clock offset.
Conmnnected: A short 3-bit logical address is assigned

T raarysrwnit:



Energy management

Three inactive states:

J

u

Hold: No ACL. SCO continues. Node can do something else:
scan, page. mnquire

Sniff: Low-power mode. Slave listens only after fixed smiff
intervals.

Park: Very Low-power mode. Gives up its 3-bit active
member address and gets an 8-bit parked member address.
Packets for parked stations are broadcast to 3-bit zero

address. ¢

Snift



ZigBee VS BT

ZigBee:
800 MHz, 900 MHz, 2.4GHz

Direct Sequence Spread
Spectrum

250kb/s (Optimised for short
packets)

Bluetooth:

2.4GHZ

Frequency Hopping Spread
Spectrum(1600 hop/s)

720kb/s up to 3Mb/s (for voice,
audio and bulk data)

Networking

Large master-siave networks, with fast access
Slave - initiated communication, (slave energy reduced)
Virtual peer-peer device pairing links

Hybrid MAC (mostly contention)

Networking

Dynamic ad-hoc Pico-nets, master negotiation
Extensive profiles to ensure compatibility

Active / Park modes

Hybrid MAC (mostly scheduled, with RT streams)

State transitions

Network join time = 30ms typ

Sleeping slave changing to active = 15ms typ
Active slave channel access time = 15ms typ

State transitions

Network join time ©3s (can be larger!)
Sleeping slave changing to active = 3s typ.
Active slave channel access time = 2ms typ.




i Wibree > ULP Bluetooth

Ultra low power BT technology is designed with two implementation
options:

Stand-alone implementation

Dual-mode implementation (extension to a Bluetooth radio)
Enhances the current BT use cases around personal devices (e.g.
mobile phones)

Seamless connectivity with very low power sensor type devices

Consumes only a fraction of the power of the classic BT radio
allowing small and low cost implementations

Data rate 1 Mbps 1 Mbps
Range 5-10m 5-10m
Power 0.1-0.25*BT 0.75-0.80*BT

Cost 0.5-0.6*BT 1.1*BT




ZigBee vs. ULP-BT

ULP-BT focuses on low power & low cost communications
between mobile phones and small sensor devices,

Mobile phones will have several radios (many @ 2.4 GHz): ULP-BT
is cost- and power-wise optimized for sensor connectivity in this
environment,

ULP-BT ~ZigBee in terms of peak power, but due to the higher bit
rate, Wibree results in lower energy per bit @ high utilization

ZigBee focuses on home and industry automation.
Wibree does not support mesh networks as does ZigBee
ZigBee support higher range operation



Proprietary or Standard?

A Integration

Proprietary narrowband Proprietary

System-on-Chip

ZigBee and IEEE 802.15.4

Proprietary

i
Mo

Transmitter
o

i
00 @

Frequency

<1GHz

=TI Product Roadmap
Sub-1 GHz and 2.4 GHz SoC Family

2.4 GHz

>



i ANT Wireless

ANT is a 2.4GHz practical wireless networking protocol and
embedded system solution specifically designed for wireless
sensor networks (WSN) that require:

= ultra low power - runs on a coin cell for years of operation;
= highly resource optimized - fits into a compact sized memory;

= nhetwork flexibility and scalability - self-adaptive and able to do
practical mesh,

= easy to use with low system cost - operates independently with
a single chip

Rich in capabilities, ANT provides:

= reliable data communications

= flexible and adaptive network operation
= cross-talk immunity



i ANT

2.4 Ghz ISM band
o smaII overhead data packet (1Mbit/s)

= spend most of its time in an ultra-low power sleep mode
(consuming just microamps)

= wake up quickly

Overhead Payload  Overhead
<4 >4 >4 >
112 Bits 32 Bits 16 Bits
Preamble Frame Frame Frame Sequence Address Command Payload Frame
Delimiter Length Control Number Field Type End
32 Bits 8 Bits 8 Bits 1& Bits g Bits 32 Bits B Bits 32 Bits 14 Bits




FREQUENCY (GHz)

ﬂ Frequency hopplng schemes

2469 R
. ’
oo L |
TIME (ms)
Adaptive isochronous co-existence
ANT can *hop’ to a different 1 MHz slot
Guard band L Guard band within the 2.4 GHz band.

Transrmission
Not too scale
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i ANT Network

ANT™ is suited to all forms of practical Wireless Sensor Networks (WSNs)
including peer-to-peer, star, tree and other types of mesh network.

Rate Monitor t Rate

________________ - MODE v 1ode £} litor
HODE ¢
P
L]

-

othér nodes, but introduces
complexity, increase@%m
~resources and greater power
. consumption. Most practical
“applications can be resolved using

................ o wooe pre-determined er, star
or tree n&workgr?gﬁeﬁ%le?

. " Tree network (e.g.
wooe sportswatch and PDA
communlcat||1pg with
each other ang several
/ \ Mesh neipking.a Gute mmeiang
! ' comlngunlcate dlrectly véral




i ANT comparison

Market name ANT ZigBee Bluetooth
Standard Proprietary IEEE802.15.4 |IEEE802.15.1
Application PANsandWSNs PANsand WSNs PANs
Host resources (kByte) 2(0with{ Sy a w)0 2100 250
Battery life (with coin-cell
battery) 3+ years 4 to 6 months* 1to 7 days*
Max. network size (nodes) 2432 2764 7
Over the air transmission
rate (kbit/s) 1000 250 1000

Dependson
Required PCB area (mm2) 125 Depends on architecturarchitecture
Range (metres) 1to 30 1to 100+ 1to 10+
Success metrics Ultra-low power, cost Power, cost Cost convenience

Peerto-peer, star, tree, Peerto-peer, star, tree,

Supported networks mesh mesh Peerto-peer, star

Transmit only or
Min. node configuration transceiver Transceiver Transceiver



‘L Other WSN protocol

DASH 7"‘ Open source wireless

P oo | sensor networking standard

T TR ——

ISA‘I “s L= & Wireless Systems for
Wl = l —— e Automation

Proprietary, designed by

{\M|W|t\’ ?ﬂfﬂmﬁ Microchip Technology

Wireless Remote Control in
Smart Home




‘L Who is the best?

’ ZigBee® €3 Bluetooth

_ IEEE Alliance N
ISA100' NMIWLY oz

Wireless

w:bnee




‘_L WII JOYPAD - Case Study




i Application specification

= Data 0 Application.
= High data rate - Enterta!n |
= Low false alarm rate . MEd'Um security
= Low latency = Radio
= Rx and Tx
P e " No decpfmake up
= 24 hours

= Reliability
= Not so strict
= Other features
= Easy to use
= Low scalability

= Continuous operation

= Limited energy
= Li-Ion battery
= 1200mAh capacity
= Average power > 300mW



Simplifying the Architecture...

¢3 Bluetooth

RADIO (class 1/2)
- Bluecore SoC: radio + uC
- 8 Mbit Flash: store stack

70mA (PEAK)

SPI/UART SP1/12C

uC SENSING

- 8 bit 8MIPS - Analog or digital Sensors
(i.e. accelerometer)

WIRELESS NODE POWER BUDGET
ca. 10mA (PEAK) 1mA (PEAK)



=Vibe motor aIR sensor =ADXL330
n3D accelerometer

=BCM2042
sSerial ADD-ON Broadcom radio

=(gyroscope)

mSpeaker



ANY QUESTIONS?



